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INTER OFFICE NOTE

Last week, a few Computers at HO have been infected with a new type Virus known as Locky
Ransomeware, It infects all MS Office and Open Office files. It also infects files with extensions
Text, Zip, Rar, Mp3, Mp4, Jpeg etc. It can infect about 200 different types of files. After
infecting, all the files mentioned above are encrypted and names are changed and all infected
files will get a common extension as ‘LOCKY". It is not possible to recover the files, as of now.
Though, our official Antivirus can detect this Virus in majority of the cases, it can only prevent

infection, but can not decrypt the files encrypted by the Virus. The users are also required to

exercise considerable caution to avoid infections.

Therefore, all the users are requested to follow the steps mentioned below without fail,

a. Do not open suspicious attachments (e.g. .doc, xIs and .zip files) that you receive via
email.

b. Disable Microsoft Office Macros by default and never enable macros in strange/unknown
attachments that you receive via email.

¢. Keep recent backup copies of all important data in a CD/DVD or Clean Pen Drive. Do
not use Pen Drives in outside Computers, especially in the Internet Centres.

d. Ensure that your Antivirus is fully updated and patched.

For clarifications/assistance, contact Sri Ramesh V, Senior Manager (Tech), I T Department.
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Deputy General Manager (IT & MIS)

All the DGMs / AGMs / BMs of Branch Offices

All the DGMs / AGM s of Internal Audit Cells

All Section Heads at Head Office — for information
All the General Managers — for kind information

ED (I) & ED (II) — for kind information

Chairman & Managing Director — for kind information
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